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§2008.12

in the interest of either the Agency or
the general public.

§2008.12 Foreign government informa-
tion.

The Office of the Special Representa-
tive for Trade Negotiations shall, in
consultation with the Archivist and in
accordance with the provisions of sec-
tion 3-404 of Executive Order 12065, de-
velop systematic review guidelines for
review of foreign government informa-
tion for declassification thirty years
from the date of original classification.

§2008.13 Systematic review guidelines.

Within 180 days after the effective
date of the order, the Office of the Spe-
cial Representative for Trade Negotia-
tions shall, after consultation with the
Archivist of the United States and re-
view by the Information Security Over-
sight Office, issue and maintain guide-
lines for systematic review of classified
information originated by the Office of
the Special Representative for Trade
Negotiations twenty years from the
date of original classification. These
guidelines shall state specific limited
categories of information which, be-
cause of their national security sen-
sitivity, should not be declassified
automatically but should be reviewed
item-by-item to determine whether
continued protection beyond twenty
years is needed. Information not iden-
tified in these guidelines as requiring
review and for which a prior automatic
declassification date has not been es-
tablished shall be declassified auto-
matically twenty years from the date
of original classification.

Subpart E—Safeguards

§2008.14 Storage.

The Office of the Special Representa-
tive for Trade Negotiations shall store
all classified material in accordance
with 1SOO Directive of October 5, 1978
(43 FR 46281).

§2008.15 General restrictions on ac-
cess.

Access to classified information shall
be restricted as required by section 4-1
of Executive Order 12065.
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§2008.16 Security education program.

(a) The Office of the Special Rep-
resentative for Trade Negotiations will
inform agency personnel having access
to classified information of all require-
ments of Executive Order 12065 and
ISOO Directive I.

(b) The Director, Office of Manage-
ment, shall be charged with the imple-
mentation of this security education
program and shall issue detailed proce-
dures for the use of the agency person-
nel in fulfilling their day-to-day secu-
rity responsibilities.

§2008.17 Historical researchers and
former Presidential appointees.

The requirement in section 4-101 of
Executive Order 12065 with respect to
access to classified information may be
waived for historical researchers and
former Presidential appointees in ac-
cordance with section 4-301 of that
order.

Subpart F—Implementation and
Review

§2008.18 Information Security Over-
sight Committee.

The Office of the Special Representa-
tive for Trade Negotiations Informa-
tion Security Oversight Committee
shall be co-chaired by the General
Counsel of the Office of the Special
Representative for Trade Negotiations
and the Director, Office of Manage-
ment. The chairs shall also be respon-
sible with the Committee for conduct-
ing and active oversight program to en-
sure effective implementation of Exec-
utive Order 12065, and 1SOO implement-
ing directives. The Committee shall:

(a) Establish a security education
program to inform personnel who have
access to classified information with
the requirements of Executive Order
12065, and 1SOO implementing direc-
tives.

(b) Establish controls to ensure that
classified information is used, proc-
essed, stored, reproduced, and trans-
mitted only under conditions that will
provide adequate protection and pre-
vent access by unauthorized persons.

(c) Act on all suggestions and com-
plaints concerning the administration
of the information security program.
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